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Purpose 
The use of information that relates to people i.e. personal data, which is collected or received and 
then used by the University is legislated through the European and UK data protection laws, 
specifically: 

¶ Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on 
the protection of natural persons with regard to the processing of personal data and on the free 
movement of such data, and repealing Directive 95/46/EC (“the UK GDPR”); and 

¶ The Data Protection Act 2018 (“the DPA”). 

These data protection laws set out via a series of principles how organisations are expected to 
manage and safeguard personal data. In addition, the legislation provides a number of rights to 
individuals, so that they have a degree of control over their personal data, with access to rights of 
re-dress, if it is found that their personal data has not been managed correctly. The University 
takes these obligations seriously. 
 
One of the principles of data protection legislation is transparency, with one of the data protection 
rights being the right to be informed. This means that organisations that collect/receive personal 
data must clearly and fully inform the individuals concerned, in writing, normally when personal 
data is collected, how their personal data will be used. Organisations are expected to provide 
those details through a privacy notice.  
 
A privacy notice should: 

¶ confirm the identity of the organisation, that is responsible for making use of personal data in 
line with the data protection legislation, along with providing the contact details of who to 
approach with questions on how such data is managed; 

¶ set out how personal data will be used and the legal basis underpinning that use; 

¶ identify other organisations and/or individuals that personal data may be shared with 
(recipients); 

¶ note when personal data may be transferred to a country outwith the European Economic Area 
(“the EEA”) and what protections will be put in place to safeguard those data or a territory with 
no adequacy agreement and what protections will be put in place to safeguard those data; 

¶ state how long personal data will be retained, or, where that is not possible, the criteria used to 
determine this; 

¶ summarise the rights available to individuals under data protection legislation and explain how 
those rights can be exercised; 

¶ advise on the right of complaint to the data protection regulator i.e. the UK Information 
Commissioners Office (“the ICO”); 

¶ 
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o This will involve the collection of data on a range of activities and the 
participation/engagement with those e.g. student recruitment and admission; 
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Research 

Research planning and design 

¶ D
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o The delivery of lectures, tutorials, examinations (including continuous 
assessment) on-line e.g. via virtual learning environments e.g. Panopto and 
online video streaming platforms e.g. Microsoft Teams;  

o The determination whether academic work submitted is consistent with 
University requirements. This may include the application of measures to detect 
and prevent academic dishonesty, i.e. plagiarism detection services; and 

o Making decisions on academic progression, which may involve the exchange of 
information between Schools, Student Services and the Principal’s Office 

Tuition fee administration 

¶ The activities involved in determining tuition fee classification levels and collecting 
fees as appropriate. 

University Archive 

¶ Core elements of the student record will be held in perpetuity within the University 
archive (both physical and electronic). Such information will be used to develop and 
sustain the institution’s corporate memory. This will assist the University in its 
corporate decision making and in meeting its wider societal obligations, such as the 
provision of references, or developing an understanding of the composition of the 
student body over time. 

The legal bases for processing personal data 
The University maintains a catalogue of the purposes of processing personal data and the 
corresponding legal basis. For full details please see www.st-andrews.ac.uk/Data-Protection, or 
email dataprot@s-andrews.ac.uk.  

Tuition
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The University of St 
Andrews Students’ 
Association (“the SA”) 

The University will pass onto the SA details of students so that the Association may then 
provide the relevant membership services to students, as per the relevant provisions of 
the Education Act 1994. If a student wishes to exercise their right not to be a member 
they can do so by contacting the SA offices. 

 
Details of transfers of personal data to countries outwith the EEA 

Where a student of the University is studying overseas and/or attending 
conferences/meetings etc. then personal data may be transferred to make all 
arrangements, as necessary associated with travel to and from, accommodation and 
attendance at an event. 
 

The period for which personal data will be stored, or if that is not possible, the criteria used 
to determine that period 

http://bcs.jiscinfonet.ac.uk/he/default.asp
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o Either legitimate interests or the performance of a task in the public interest/exercise of 
official authority (including profiling) is the legal basis that the University has relied on for 
making use of the said data; 

o The data in question is used for direct marketing (including profiling) – in such 
circumstances the use of personal data must stop when an objection is received; and 

o The data in question is used for the purposes of scientific/historical research and 
statistics. 

¶ Further details on the right to object are available from the University website. 

In many instances, the rights introduced above are qualified i.e. in certain circumstances they are 
limited or they may not be available, and these may be further constrained by UK legislation, e.g. 
where personal data is only used for research or statistical purposes. Details of note include: 

¶ The right of subject access can be refused or an administrative fee charged, where a 
request is found to be manifestly unreasonable or excessive. In addition, where a request is 
found to be complex or numerous requests are made, then the University can extend the 
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